
Privacy Notice Respondus Lockdown Browser and Monitor 

This privacy notice relates to how student data will be used for Progress testing at 

the Language Centre of University of the Arts London.   

Respondus Browser and Monitor will be used during the tests. Please see the 

Privacy Notice for Respondus for more information about their Data Protection 

information and regulations.   

Please see the UAL Privacy Information webpage for UAL’s general information as a 

Data Controller, details of our Data Protection Officer and rights under the EU 

General Data Protection Regulation and the UK Data Protection Act 2018.  

Legal Basis 

The legal basis we rely on is GDPR Article 6(1)(b), that processing is necessary for 

the performance of a contract with the data subject or to take steps to enter into a 

contract.  

Data collected and purpose  

UAL Language Centre will use Respondus Lockdown Browser and Monitor to record 

data as part of their online tests.   

For Progress testing UAL Language Centre will collect the following personal data: 

1. Name, UAL ID, date of birth, to assign students to the correct test and save

score results on the right account

2. Photos of the face and an identification document, To identify the test taker as

the person UAL has on record

3. Video recording of person taking the exam and video of the room you are

taking your assessment in, to invigilate testing, making sure no other people

or objects are in the room and the person is securely taking the test

4. Facial features for Facial Recognition*, to flag up fraudulent behaviour which

can impact the outcome of the test.

*Facial Recognition - Facial recognition is where facial features are converted to a

set of mathematical measurements (distance between eyes, length of nose, angle of

jaw, etc.) and compared/matched to a database of known names/identities where

similar calculations have occurred. Facial detection uses algorithms to determine

whether a human face is present. Facial Recognition information is NOT saved.

Respondus Monitor relies on facial detection to flag if a student is missing for the test 

or if another person than the test taker has come in the video frame.   

https://web.respondus.com/privacy-policy/
https://web.respondus.com/privacy-policy/
https://www.arts.ac.uk/privacy-information
https://www.arts.ac.uk/privacy-information


Data storage, access and sharing with third parties 

Your data will be stored on the UAL hosted system: Moodle. This area of Moodle will 

have limited access, all recordings will be encoded and available for a small number 

of staff on a need-to-access basis.   

Data will be transferred to Respondus who are based in the US and deleted within 

an hour of checking.  Respondus will incorporate EU Standard Contractual Clauses 

to ensure adequate safeguards for the transfer.  

Personal data may be shared with UKVI on request of inspection of assessments. 

Retention   

In line with UKVI regulations, all data from the assessments will be retained for 4 

years.   




